oy

& | Northwestern Health
¥ Sclences University

¢/o Return Mail Processing Center
PO. Box 6334

Portland, OR 97228-6336 [ 5149

IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY

peor MR

We are writing with important information regarding 2 recent email security incident. The privacy and security of the
information provided to us is of the ntmost importance to Northwestern Health Sciences University “NWHSU™. As
such, we wanted to provide you with information about the incident, explain the services we are making available to
you, and let you know that we continge to take significant measures to protect your information,

We have learned that an nnauthorized individual may have obtained access to some of your personal information as
aresultofa é)iﬁshmg incident. The information inchuded your full name and Social Security number, and may have
also incloded your medical information (diagnosis, treatrment, medications and/or insurance information},

To protect you and your information, we are providing you with 24 months of free credit monitoring and identity
theit protection services through TransUnion. This service helps detect possible misuse of your personal information
and provides you with identity protection services focused on immediate identification and resolution of dentity
theft. This service is completely free to you and enrolling i this proziam will not hurt your credif score. For more
information on identity theft prevention, including instrctions on how to activate your complimentary two-year
membership, please see the additional information provided in this letter,

This letter also provides other precautionary measures you can take to protect your persoual information, inchiding
placing a Fraud Alert and/or Security Freeze on your credit fifes. aud/or obtaining a free credit report. Additionally,
you should always remain vigilant i reviewing your account staiements for frandulent or irregular activity on a
regular basis. To the extent it is helpful, we have also provided infornation on protecting your health information on
the following pages.

Please accept our apologies that this incident occurred. We are counmitied to maintaining the privacy of personal.

and protected health information in our possession and have taken many precautions to safeguard it. We continually
evaluate and modify our practices and internal controls to enhance the security and privacy of your personal and
protected health information, including updating passwords and enhancing email access protocols.

I you have any further questions regarding this incident, pl
response Hae that we have set ap to respond to questions a 8. This response line is staffed with

rofessionals familiar with this incident and knowledgeable on do to protect against misuse of your
information. The sesponse line is available Monday throngh Friday, 8 am to 8 pm Central Time.

dedicated and confidential toll-free

Sincerely,
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— OTHER IMPORTANT INFORMATION -

As a safeguard. we have arranged for you to enroll, at 1o cost to you, in an online three-burean credit monitoring
service (myTrueldentity) for two years provided by TransUnion Interactive, a subsidiary of TransUnion®, one of the
three nationwide credit reporting companies,

e and in
WAk cltter Activation Code”, enter the followilg — IZ-Ic] . on Code
SRR and follow the theee steps to receive your credit mondtoring service

To ewoll i this service, go to the syTrueldentity website at
i ace  referenced ivati

Il you do not have access to the Internet and wish fo cnvoll in 4 simdlar offtine, paper based. three-burcan
credit monitoring sewvice via LS Mail delivery, please call the TrensUnion Fraud Response Services
ol free hotline  at : L SWhen prompled, epfer e following 6-digit felephone pass code
o and follow the steps fo enroli in the offfine credit moniforing service,
P10 gpeak 1o a TransUsnion representative if you believe vou misy be

Yo can sien un for the online or offline credlt mositorisg service anviime between now  and
Due to privacy laws, we cannot register vou directly, Please note that credit imoniforiug
SCIVICCS nugnt niol oo avauable for mdividuals who do 5ot have a credit file with TransUnion, or an address in the
Uniis@:d States (or its territories) and a valid Social Security sumber. Barolling in this service will not affect your
credit score.

Once you are enrolled, you will be able to obtain one year of unlimited access fo yowr TransUnion credit report and
credit score. The daily three-burean credit monitoring service will notify you if there are any critical changes to your
credit files at TransUnion®, Experian® and Equifax®, including fraud aleris, new inquiries, iew accounts, new public
records, late payments, change of address and more.

The service also includes access to an identity restoration program fhat provides assistance in the event that your
identity is com})romiged to help you restore your identity and up to 51,000,000 in identity theft iusurance with no
deductible. (Policy Himitations and exclusions may apply.}

2. Placin

Whether or not you choose to use the complimentary 24-month credit monitoring services, we recommend that you
place an initial S0-day “Fraud Alert” on your credif files, at nio charge. A fraud alert tells creditors to contact you
personally before they open any new accounts. To place a fraud alert, call any one of the thiee major credit bureaus
at the numbers listed below. As soon as one credit bureau confinms your fraud alert, they will notify the others.

Equifax Experian Transtnien LLC
B0, Box 105069 PO, Box 2002 2O, Box 2000
Atlants, GA 30348 Allen, TX 75013 Chester, PA 15016
www.equifax.com WWw.experian.com www.Hansunion.com
18005256285 1-B8R-397.3742 1-800-680-7289

3.

If you are very concernied about becoming a victim of fraud or identity theft, you may request a “Security Freeze”
be placed on your credit file, at no charge. A security freeze prohibits, with certain specific exceptions, the consumer
reporting agencies from releasing your credit report or any information from it without your express suthorization.
‘You may place a security freeze on (?romf credit report by sending a request in writing or by wail, to all three nationwide
credit reporting companies. To find out more about how fo place a security freeze, yon can use the following contact

information:

Equifax Security Freeze Experian Security Freeze  TransUnion Security Freeze

PO, Box 105788 PO. Box 9534 PO, Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 15016

https: fwww freeze equifax.com hitp:/fexperian com/freeze  bttp/fwww transundon. comysecurityfieeze
1-800-685-1111 1-888-397.3742 1-888-000-8872
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In order to place the security freeze, you'll need to supply your name, address, date of birth, Social Security number
and other personal information. After receiving your freeze request, each credit monitoring company will send you a
confirmation letter containing a unique PIN (personal identification number) or password. Keep the PIN or password
in a safe place. You will need it if you choose to [ift the freeze.

4, Obtaining a Free Credit Report,

Under federal law, you are entitled to one free credit report every 12 months from each of the above three
major nationwide credit reporting companies. Call 1-877-322-8228 or request your free credit reports online at
www.annualereditreport.com. Once you receive your credit reports, review them for discrepancies. Identify any
accounts you did not open or inquiries from creditors that you did not authorize. Verify alf information is correct. If
you have questions or notice incorrect information, contact the credit reporting company.

5. Additignal Helpfai Resources.

Even if you do not find any suspicious activity on your initial credit reports, the Federal Trade Commission (FTC)
recommends that you check your credit reports periodically. Checking your credit report periodically can help you
spot problems and address them quickly.

If you find suspicious activity on your credit reports or have reason to befieve your information is being misused, call
your local law enforcement agency and file a police report. Be sure to obtain a copy of the police report, as many
creditors will want the information it contains to absolve you of the fraudulent debts. You may aiso file a complaint
with the FTC by contacting them on the web at www.fic.gov/idtheft. by phone at 1-877-IDTHEFT (1-877-438-4338),
or by mail at Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington,
DC 20580. Your complaint will be added to the FTC’s Identity Theft Data Clearinghouse, where it will be accessible
to law enforcement for their investigations. In addition, you may obtain information from the FTC about fraud alerts
and security freezes.

6. Obtaining a Police Report.

Under Massachusetis law, you have the right to obtain a police report in regard to this incident. If you are the victim
of identity theft, you also have the right to file a police report and obtain a copy of it.

7. Protecting Your Health Information.

We have no information to date indicating that your Protected Health Information (PHI) involved in this incident was
or will be used for any unintended purposes. As a general matter, however, the following practices can help to protect
vou from medical identity theft.

s  Only share your health insurance cards with your health care providers and other family members who are
covered under your insurance plan or who help you with your medical care.

* Review your “explanation of benefits statement” which you receive from your health insurance company.
Follow up with your insurance company or care provider for any items you do not recognize. If necessary,
contact the care provider on the explanation of benefits statement and ask for copies of medical records from
the date of the potential access (noted above) to current date.

* Ask your insurance company for a current year-to-date report of all services paid for you as a beneficiary.
Follow up with your insurance company or the care provider for any items you do not recognize.
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